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The forensics
problem

* An investigator has two pieces of
evidence:

° A digital image containing
& illegal material

[\

B A person of interest’'s (POI's)
@ mobile phone

« Did the POI's phone take the image?
« How strong is the evidence?
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Score-based likelihood ratios (SLRs)

» Statistical method for guantifying the strength of
evidence

e More about SLRs in a bit...

forensicstats.org | 3



Camera fingerprints

» Slight variations in the size of
pixels in the sensor array serve as
camera fingerprint [1]

A camera leaves its fingerprint in
its images

« Camera fingerprints are
estimated from the “noise” from
30+ Images




Does the
fingerprint in
the questioned
image match
the POl’s
camera’s
fingerprint?

* Similarity score
« Correlation distance (1 minus the

correlation)

* I[magine that the score is 0.9. What

does this mean??

* Look at examples of similarity scores

for reference:
* “same phone” scores
» “different phone” scores

forensicstats.org | &



..................
..................
..................
.................
................
..............
oooooooooooooo
.............
.............
.............
............
............
............

Is there probative value in the
similarity score? IR R ¢

« Can we tell the difference between same phone
scores and different phone scores?

 What if the questioned image comes from a
phone that is the same model as the POIl's phone

* What if the brand is the same??
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Digital images from 32 phones

IPhones Androids

* IPhone 6s (4) . Pixel 1 (4)

* iPhone 6s Plus (2) . Pixel 2 (4)

* iIPhone 7 (4) . Pixel 4 (2)

* IPhone 7 Plus (2) . OnePlus 5 (2)
e [P

) ;32222 i g; * Galaxy S8 (2)
* IPhone 11 (2)
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Experiments

» Case 1. different phones, but same model and brand

» Case 2: different phones and different models, but
same brand

» Case 3. different phones, models, and brands

» Case 4. same phone
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. Rates of misleading evidence

model | different phone False Positive Rate False Negative Rate
iPhone é6s all brands 0% 0%
iPhone 6s| same brand 0% 0%
iPhone 6s| same model 0% 0%
iPhone 7 all brands 0% 0%
iPhone 7 | same brand 0% 0%
iPhone 7 | same model 0% 0%
Pixel 1 all brands 71.7% 0%
Pixel 1 same brand 55.0% 2.5%
Pixel 1 same model 0% 0%
Pixel 2 all brands 48.3% 0%
Pixel 2 same brand 32.5% 0%
Pixel 2 same model 0.8% 0%
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Conclusions

 Which “different phones” we use for reference can
drastically affect the outcome

* |f there is reason to believe that the questioned
Image comes from the same model as the POl’s
phone, “different phones” should be limited to that
model
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