
A Response to the Threat of 
Stegware

Abby Martin,  Li Lin, Wenhao Chen, 
Seth Pierre, Yong Guan, Jennifer Newman

Iowa State University, Ames IA
Department of Electrical and Computer Engineering
Department of Mathematics

1



Steganography Introduction

• Practice of concealing a message (payload) within a cover image
• “Hidden in plain sight”
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Real-World Steganography Threats

• Operation Shady RAT – 2006, one of the first large-scale attacks of 
steganography in malware*

• Downloaded HTML pages or JPEG images with hidden commands allowing 
access to local files*

• Facebook embeds hidden data in downloaded images**
• OceanLotus APT group – has used steganography to hide payload in 

malicious emails***

*Stegware – the latest trend in cybercrime, SIMARGL website. Link https://simargl.eu/blog/technical/stegware-the-latest-trend-in-cybercrime.
**Facebook Embeds 'Hidden Codes' To Track Who Sees And Shares Your Photos, Forbes, July 2019. 

Link https://www.forbes.com/sites/zakdoffman/2019/07/14/facebook-is-embedding-hidden-codes-to-track-all-your-uploaded-photos-report/?sh=52b2c1961592.
***OceanLotus APT Uses Steganography to Shroud Payloads, ThreatPost, April 2019. 

Link https://threatpost.com/oceanlotus-apt-uses-steganography-to-shroud-payloads/143373/. 3



Goal: create a free, easy to use steganalysis tool

• Steganography - used for passing messages secretly, can be used for 
dishonest purposes

• best steganography detection tools behind a paywall 
• Open source, free steganalysis tools 

• Difficult to use
• Inaccessible to many users
• Use limited techniques
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Scope

• Reverse Engineered 8 Apps from the Google Play Store or the App 
Store

• 6 spatial embedding
• MobiStego, PocketStego, Steganography-Meznik, Pictograph, Da Vinci, and 

Steganography Master
• 2 JPEG embedding

• PixelKnot and Passlok
• Current tools focuses on the spatial embedding
• PixelKnot – 100k+ downloads, current tools cannot detect
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McAfee Steganography Defense Initiative*

Image restricted to 
1024 x 768 with size 
less than 1 MB (-)

Entirely web-based (-)

1 image 
selected for 
evaluation at 
a time (-)

No explanation of 
embedding algorithms 
tested or identified (-)

Simple to use, but difficult 
to understand results (+/-)

* https://www.mcafee.com/enterprise/en-us/downloads/free-tools/steganography.html
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McAfee Steganography Defense Initiative
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VSL – Virtual Steganographic Laboratory
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Can select a 
folder of images 
as input (+)

Java program with a GUI (+)

Performs 2 steganalysis
methods (user can determine 
which tests to run) (+)

Drag and drop and 
connecting boxes difficult 
to design experiments (-)

Presenter
Presentation Notes
�



VSL – Virtual Steganographic Laboratory*

• 1 line .csv results for each image (-)
• No label for data in each column (-)

*http://vsl.sourceforge.net/
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StegExpose*

• Can select a folder of images as input (+)
• Results in .csv file include data for all images with clear headers (+)
• Processes only spatial domain, like PNG and BMP but not JPEG (-)
• Command line interface (-)
• Performs 4 steganalysis methods for each test (-)

• User cannot determine which test to run (-)
• User requires expert knowledge (-)

*https://github.com/b3dk7/StegExpose and https://arxiv.org/abs/1410.6656
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StegExpose – Output Example
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StegExpose – Output Example
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Matlab Plots
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StegExpose Fusion Mean Results
• 100 cover images and 100 stego images
• Combination of 4 tests
• Only statistic used for evaluation of threshold

StegExpose Chi-Square Results
• 100 cover images and 100 stego images
• Performs significantly better for Pictograph



CSAFE Steg Detection Tool

• GUI implementation
• Intuitive to operate
• Interpretable report in addition to a single, labelled .csv file
• Performs a variety of steganalysis methods, and allow the user to 

select which to run and parameters
• Processes of large sets of images easily
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CSAFE Steg Detection Tool
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CSAFE Steg Detection Tool

Can select up to 3 folders for input
Accepts any image format

Offers 4 categories of testing 
(including JPEG) and allows user 
to customize settings

Generates two formats of results, 
standard .csv and a pdf summary, and 
user can opt out of generating either

Easy to reset to default 
settings to run a new set of 
tests
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CSAFE Steg Detection Tool
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Results Comparison
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CSAFE Steg Detection Tool Results
• 100 cover images and 100 stego images
• Can select different scan orders

StegExpose Fusion Mean Results
• 100 cover images and 100 stego images
• Combination of 4 tests
• Only result used for evaluating with threshold



CSAFE Steg Detection Tool Report
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CSAFE Steg Detection Tool Report

Summary of experiment settings and relevant 
information for understanding each test

Visualization of results and data for a 
better understanding
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CSAFE Steg Detection Tool 

• Future Plans
• Extend signature detection to additional applications (both for spatial and 

JPEG embedding)
• Add additional statistical detection methods
• Continue to refine design of GUI and the generated report
• Collect signature patterns for all existing Android Stego Apps
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Thank You!

• This work was partially funded by the Center for Statistics and Applications in 
Forensic Evidence (CSAFE) through Cooperative Agreement #70NANB15H176 
between NIST and Iowa State University, which includes activities carried out 
at Carnegie Mellon University, University of California Irvine, and University 
of Virginia. 
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